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Dahua and                       Restrictions Globally
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Research background
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Methods

CCTV 
selection

Camera cyber sec 
evaluation (CVSS)

Australian policy 
review

Policy 
recommendations
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CVSS (Common Vulnerability Scoring System)
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More technical details and findings

can be provided upon request, once

the pre-print is made available.
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Policy evaluation: Binding standards

Binding

Standards Australia: General IoT and CCTV 
regulations

Engineers Australia recommendation to the 
Australian Government on the ‘2023-2030 
Australian Cyber Security Strategy’:

(1) ETSI EN 303 645

(2) IEC 62443

ETSI EN 303 645 supported by the Office 
of Impact Analysis in December 2023

Non-Binding

Information Security Manual (ISM), 
released December 2023

Australian Security and Intelligence 
Organisation’s T4 protective security 

The Protective Security Policy Framework
(PSPF)

Australian Signals Directorate 13 non-
binding security-by-design principles
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Key Findings

• CVSS: All products contain vulnerabilities, High or Critical base score 
vulnerabilities only present in Hikvision and Dahua

• Tech governance: History of Hikvision and Dahua governance internationally

• Policy evaluation: Overlapping cyber hygiene policies

• Technical regulation: Limited, non-binding, not harmonised

• Consumers: Limited information available for consumers

Technical

Policy
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THANK 
YOU!

Dr Ausma Bernot, Lecturer in Tech and 
Crime, Griffith University

a.bernot@griffith.edu.au

Conor Healy, Director, Government 
Research, IPVM 
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