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about SIPR
“SIPR’s mission is to support interna tiona lly excellent multi-disciplina ry policing 
resea rch to ena ble evidence informed policy a nd pra ctice”



Protecting public-facing professionals and their 
dependents online



Create technical and non-technical 
solutions to assess, prevent and 

protect from online risks and 
support recovery for police officers 

and their families

Increase police and public 
understanding and effect 

behavioural changes through 
awareness campaigns and 

engagement

Improve our understanding of the 
nature, drivers, mechanisms and 
consequences of online risks and 

harms for police and their families.

Pe e lian  p rincip le s

“Policing  b y conse nt" - le g itimacy 
of p olicing in the  eye s of the  p ub lic 
is b ase d  up on a conse nsus of 
sup p ort that fo llows from 
transp are ncy ab out the ir p owe rs, 
the ir inte g rity in exe rcising  those  
p owe rs, and  the ir a cco untab ility 
for d oing  so .





Understanding types of online harms through
social media analysis – by Dr Oliver Merry

Re p uta tio n  Dam ag e
Attack o n  ind ivid ua l’s ca re e r 
and  p ro fe ssio na lism  
1 . De fam ato ry Accusa t io ns: 

involve d  unsub stantiate d  
d e famatory claims ab out name d  
office rs/staff mad e  b y 
ind ivid uals who have  not 
d ire ctly me t the  office r(s)/staff 
(e .g ., p ae d op hile  alle gation)

2 . Misco nd uct  Alle g a t io ns: mad e  
b y ind ivid uals who have  had  
inte ractions with the  
office r(s)/staff

Pe rso na l Attack
Attack o n  ind ivid ua l a s a  
p e rso n
1 . Ho st ile  Se xism : sexist state me nts 

toward s or ab out a fe male  office r, 
ge ne rally mad e  b y (se e ming ly) 
male  accounts (e .g ., cap ab ility, 
p hysical attractive ne ss, sexuality) 

2 . Physica l Pre se nta t io n : ne gative  
non-ge nd e re d  comme nts ab out 
an ind ivid ual office r’s p hysical 
p re se ntation (we ig ht, p rofe ssional 
ap p e arance ) 

3 . Me nta l Cap acity: ne gative  
comme nts ab out the  me ntal 
cap acity or cap ab ility of 
ind ivid ual office rs/staff,  ofte n 
aime d  at o ld e r office rs

Ab usive  Pro te st
Attack o n  institu tio n  o f 
p o lice  th ro ug h  an  o ffice r
1 . Po lit ica l: Ab usive  comme nts 

accusing  the  p olice  of p olitical 
b ias. For examp le , p icture s of 
office rs at p rid e  marche s 
attracte d  a lo t of ab usive  
comme nts for b e ing  too  
‘woke ’. 

2 . Re je ct io n  o f Autho rity: 
Ge ne rally ab usive  comme nts 
mad e  toward s office rs. 
Sug ge ste d  a p e rce ive d  lack of 
p olice  authority in online  
e nvironme nts, allowing  use rs 
to  vocally re je ct the  p olice  as 
an organisation. 

Id e ntifica tio n
Attack o n  
o ffice r/sta ff p rivacy
• Common for p icture d , 

vid e o re cord e d , or 
d iscusse d  office rs to  b e  
name d , along  with the ir 
rank and  should e r 
numb e r. 

• In many vid e os, the  
re cord e r would  go  out 
of the ir way to  re q ue st 
the  name  of the  office r 
b e ing  re cord e d . 



National Survey
Dr Kate Whitfield and
Dr Charlotte Coleman
- Demographics

• 864 responses

• Age range 21 – 65 (avg 43.8)

• Most responses (93%) received from 
Northern Ireland (46%) and Scotland (47%)

• Male respondents – 58% and female 39% 
(other – 1% and prefer not to say – 2%)



National Survey
Q: How often do you experience negative online issues 
because you are in the police?

Very Often, 4% Often, 6%

Sometimes, 18%

Rarely, 35%

Never, 37%



National Survey
- Experiences

What negative online experiences outside work have you had because 
you work for the police?

N=613

Work photos uploaded without permission 20%

Unwanted social media tagging 19%

Work videos uploaded without permission 15%

Abuse 14%

Publishing personal detail (doxing) 10%

Harassment 8%

Other 8%

Threats 6%



National Survey
Q: Part  of the job?

Strongly 
Agree
10%

Agree
24%

Neither agree 
nor disagree

13%

Disagree
26%

Strongly 
disagree

27%

NEGATIVE ONLINE EXPERIENCE 'PART 
OF THE JOB'

Strongly 
Agree

2%
Agree

7%
Neither agree 
nor disagree

9%

Disagree
29%

Strongly 
disagree

53%

IS IT ACCEPTABLE TO BE 'PART OF THE 
JOB'



Principles for policy



Principles for policy
 - Dr S Horgan, Dr Y Nee Wong
M Craig and Det Chief Supt M Snowden

Re co g n it io n  o f o n line  ha rm s

• Shift manage me nt o f online  arms away for the  lang uage  
of p rofe ssional stand ard s and  toward s e thics o f care .

• Counte r p e rce p tion that o rganisational re p utation 
sup e rse d e s d uty of care  cre ate

• Cre ate  p o licy and  g uid ance  d ocume nts which e mp hasise  
office r we llb e ing  as key to  staying  safe  online



Principles for policy

Re p o rting  o n line  ha rm s

• De ve lop  cle ar g uid ance  and  p roce d ure s for re p orting  
incid e nts

• Cre ation of safe  e nvironme nt to  e ncourag e  office rs to  
re p ort all ne gative  exp e rie nce s.

• Non-jud g e me ntal, victim-ce ntre d  and  no  stig ma.



Principles for policy

Sup p o rt ing  o ffice rs w ho  e xp e rie nce  o n line  ha rm s

• Targe ting  national p o licy - minimum stand ard  of sup p ort b e  
e stab lishe d  and  a commitme nt from all UK p olice  se rvice s

• Ensuring  links are  mad e  with ap p rop riate  sup p ort se rvice s 
whe re  re q uire d

• Sup p ort me chanisms which re cog nise  the  sp e cific ne e d s of 
d iffe re nt g roup s of office rs.



Principles for policy

Tra in ing  fo r o n line  ha rm  p re ve ntio n  and  
re sp o nse

• Training  across all le ve ls b ut p articularly those  with 
line  manag e me nt re sp onsib ility

• Inte g rate d  into  existing  le ad e rship  training  structure  
across e ach le ve l.

• Training  should  b e  p rioritise d  and  p rop ortionate



THANK YOU
m .craig2@napie r.ac .uk

mailto:m.craig2@napier.ac.uk
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