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Evaluation Questions

STAKEHOLDERS'’ OBJECTIVES DATA
& RESEARCH QUESTIONS OWNERSHIP MEASURES

Examine whether the reThink
1 chatbot has reduced CSAM Aylo
searches on Pornhub

» Number of sessions including CSAM searches
» Number of CSAM searches

« Number of chatbot views per sessions
Determine whether the reThink Aylo - Number of chatbot triggers per session

chat_bot IS EEEHE i EeEEIE « Search types after chatbot trigger
‘at-risk’ users who have entered

CSAM searches on Pornhub IWE » Length of interaction time
» Number of LFF URL clicks

Assess whether the reThink

3 chatbot increases the number of LEF » Number of individual visits to helpline
individuals seeking support from - Number of individual visits to Get Help info pages

LFF support and assistance



Overall Picture

1656 users said they were interested in Stop It Now
1 656 services.

428 users from the chatbot to Stop It Now site. 490
4 490 sessions on Stop It Now website directly referred from the
chatbot.

46 callers and chatters to the Stop It Now helpline identified
as having interacted with the reThink chatbot. Between them

% 68 these callers and chatters made a minimum of 68 contacts to
Stop It Now.



Aylo Data

Warning Message / Chatbot trigger data
* July 2021-September 2023
* Daily total of the number of searches undertaken on Pornhub in

the UK using a potential CSAM-related term
» The daily potential CSAM-related searches as a percentage of all
searches on Pornhub in the UK

Session data
» May 2022-April 2023
« 7.72 gigabytes of text data
 Date session started and ended and
* List of text strings covering searches and video watched



Lucy Faithfull Foundation Data

Helpline data
 March 2020-August 2023 Lucv
e Call and live chat volume FAITHF“LL
* Notes on whether the contact mentioned chatbot
Web traffic data FO“NDATION

* April 2021-August 2023
* Visits to Stop It Now UK website and LFF global website



Internet Watch Foundation Data

Chatbot conversation data

* A sample that covered 132 discussions randomly sampled across
the period

» Arange of statistics relating to number of chat sessions and their
length

IWF

Intermet
Watch
Foundation



Timeline

Monthly volume of reThink Chatbot refereals to LFF
UK/Monthly volume of LFF UK landing page users
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Pornhub average monthly percentage searches triggering a warning

reThink Chatbot referrals to LFF UK (monthly tetal volume)

Key Dates of Intervention

LFF UK Landing Page user volume (monthly total)



Pornhub Search Volume in the UK
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Target Audience is Being Reached

NUMBER OF TIMES
NUMBER OF SEARCHED COMBINED

SEARCH TERM TIMES SEARCHED WITH OTHER TERMS
kids or kid 102,680 268,795

young teen 67,829 177,883

child or children 90,883 196,113

young girl 46,955 281,654

young boy 40,456 185,448

ddlg (‘daddy daughter little girl’) 40,002 55,365

loli 33,559 113,813

little girl 29,423 87,836

lolita 26,064 43,333

child porn 12,184 14,543



Most Users Desist

Proportion of Pornhub sessions

that viewed 1 or more warnings
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But Some Don’t..
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User Groups

Never Group
* 99.8% of users never enter a CSAM search term
Desist

» Of the 2,178,513 sessions during the data period that did
receive at least one pop-up, almost 82% only saw a single
warning message/chatbot

Persist

» A small group of individuals is present that the warning does not
appear to impact their search behaviour



Sessions Trended Away From Potential CSAM
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Effect After 1-Year

Proportion of searches triggering a warning
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March 2022 - reThink Chatbot First Month

reThink Chatbot status over time

March 2023 - reThink Chatbot First Year



Trend to Curb Behaviour

Proportion of searches triggering a warning
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Service Requests

Total volume of sessions recorded per month
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Chatbot Web Referrals

g€z.bny g ug pauny jogieyg yuiyad

(urewsy ¢ 1xa]) £Z, KInr 9 4J0 pauany joqieyd yuly (3.

€2, dunr pappy - ¢ 1xa) abessay Huluaep

£2, key pappy - Z 1xa) abessaly Buiuiem

ZZ, 4B LL PRPPY j0qieY] YUy 34

o o o o o o o o o
o~ oo ~ o N g o o @ -

100

yjuow Jad joqjeys
2y} eIA MON}|dO)}S 0} S|eliajal Jo JaquinN

o

€2°60°10

€2°'80°10

€Z’L0’lo

€2°90°10

€26010

€2'70'10

€Centlo

€cealo

€2°10°10

¢eel’lo

(A1)

ZzolLo

2¢e60°l0

¢z'8n’lo

¢eLolo

2e¢90'10

¢z'so’lo

eyolo

¢Z'En’lo

reThink Chatbot referrals to LLF UK (monthly total volume)

Key Dates of Intervention



Helpline During Intervention
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Key Recommendations

1. The deterrence messages were a success and should
be deployed in more contexts

2. As the effect diminished over time, changes to the
warning page may increase engagement

3. A more complex chatbot able to handle a broader
range of inputs



Summary

« 'The warning message with the chatbot was shown
2.8 million times

* Most sessions only included a single CSAM search

* Most sessions showed desistance behaviour following
seeing warning messages

* Impact
* Reduction in CSAMsearches
1656 users requested details of LFF services

* 490 users visited Stop It Now following seeing a warning
message

* 68 callers were identified as having interacted with the
chatbot
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